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Securing access and identities




Data Breach by the Numbers

of data breaches involve of phishing attacks of passwords
stolen/weak credentials target credentials are duplicates

Credential harvesting is the most fruitful tactic
for today’s threat actors

Source: 2017 Verizon Data Breach Source: 2016 Verizon Data Breach Source: TeleSign 2016 Consumer
Investigations Report Investigations Report Account Security Report



About Okta

Enabling any organization to use
any technology

Founded in 2009

4 700+ customers
4M+ daily users
5,500+ integrations

5x Gartner MQ Leader
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About Yubico

Making secure access ubiquitous

Founded in 2007

150 people in 8 countries

6 years of profitability

Backed by top investors
Thousands of enterprise customers
and millions of users globally




Okta Adaptive MFA

Ensure strong authentication across
all services, everywhere

a

Secure Simple Intelligent

Cloud to ground Easy to use for admins Contextual access
coverage for all users and end users management



The YubiKey: Modern authentication at scale

0000

Easier to Use Stronger Security Ubiquitous Quality & Standards Best TCO
One touch to Stops phishing and One YubiKey to Industry best Reduces IT
authenticate man-in-the-middle all systems practice support costs

Series
Okta MFA & Adaptive MFA works with YubiKey
Compatible with older generation YubiKeys. Identify your
YubiKey on yubico.com/identify works with
yubikey
=



https://www.yubico.com/identify

Okta + The YubiKey

The YubiKey and Okta MFA provide the strongest level of identity assurance
and defense against phishing and man-in-the-middle attacks, while delivering a
simple and seamless user experience — all with just the touch of the device.

Differentiators Features & Benefits

Intelligent Modern

Layers YubiKey authentication on intelligent policies Leverages multiple authentication protocols, including
based on login context to prevent unauthorized access phishing-resistant FIDO U2F and Yubico OTP
Strong Authentication Compatibility

Combines adaptive authentication with Supported by a wide range of integrations, enabling
hardware-backed FIDO U2F to close the security gap you to work across devices and platforms

Easy for Everyone Always On

Offers simple deployment for admins, and ease of use Provides battery-free hardware security that is always

for end-users on and accessible



Easier to Use: Touch to Authenticate

0 Enter username/pwd e Insert YubiKey e Touch/tap device

okta




Next Steps
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Access Okta and Start your 30 day Turn on strong
Yubico resources on free trial with Okta authentication
the joint solution. today. within seconds.



http://yubico.com/buy
https://developer.okta.com/pricing/
https://www.yubico.com/wp-content/uploads/2018/10/dev-Okta-Yubico-cobranded-brief-r3-1-2.pdf

